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Chapter One: Introduction 

The nation must have the nimble, flexible capability to produce 

and effectively use MCMs in the face of any attack or threat, 

whether known or unknown, novel or reemerging, natural or 

intentional. These capabilities must be communicated to the 

American public before and during an emergency.  

2015 Public Health Emergency Medical Countermeasures  

Enterprise  Strategy and Implementation Plan, p. 71 

How FDA and other US government officials convey information about medical countermeasures 

(MCMs) will affect uptake, compliance, and ultimately survival in the aftermath of a natural disease 

emergency or a chemical, biological, radiological, or nuclear (CBRN) attack. Moreover, effective 

communication regarding MCMs has the potential to strengthen psychological resilience as well as 

engender public trust in science, government, and public health. The purpose of this casebook is to 

provide FDA and other officials who deliver public health information with “real world” inspired 

opportunities for reflective learning on the principles of effective MCM communication and on the 

wider contexts that influence the development, delivery, and consumption of accurate, timely, and 

meaningful MCM information in an emergency. Communication successes will better enable FDA to 

fulfill its regulatory role and activities and “facilitate the development of and access to safe, effective, 

and quality MCMs” to counter CBRN and emerging infectious disease threats (for more on FDA’s 

MCM-related mission, activities, and collaborators, see Appendix A).2 

 

This opening chapter previews the casebook findings, and it reviews expert-vetted, model practices in 

risk and crisis communication in order to provide a self-contained takeaway for FDA users seeking 

general advice on how to communicate effectively about MCMs in an emergency. In addition, this 

introduction describes the methods used to develop the casebook including integrating input from the 

Expert Working Group on MCM Emergency Communication Strategies (Table 1). Each of the 4 

chapters that follow represents an in-depth case study of an emergency in which communication 

regarding MCMs was important: the recent Ebola outbreak, the 2011 Fukushima nuclear accident, the 

2009-10 H1N1 influenza pandemic, and the 2001 anthrax letter attacks. The cases are comprised of a 

background on the emergency, a selection of serious communication challenges faced by FDA and its 
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Table 1. 

Expert Working Group on MCM Emergency Communication Strategies  

RADM Kenneth W. Bernard, MD, USPHS (Ret.), Special Advisor, White House National Security Council 

Emily K. Brunson, PhD, MPH, Assistant Professor of Anthropology, Texas State University 

Julie Casani, MD, MPH, Public Health Preparedness Director, North Carolina Division of Public Health, North Carolina Department of Health 
and Human Services 

Gail H. Cassell, PhD, Senior Lecturer, Department of Global Health and Social Medicine, Harvard Medical School; Senior Scientist, Division of 
Health Equity, Brigham and Women's Hospital 

Kevin Fain, JD, MPH, Senior Advisor for Policy and Research, ClinicalTrials.gov Program, National Library of Medicine, National Institutes of 
Health 

John D. Grabenstein, RPh, PhD, Executive Director, Global Health and Medical Affairs, Merck Vaccines 

Michelle Groman, JD, Director of Bioethics Grants, Strategy, and Special Projects, The Greenwall Foundation 

Dan Hanfling, MD, Special Advisor, Emergency Preparedness and Response, Inova Health System 

Lisa M. Koonin, DrPH, MN, MPH, Senior Advisor and Lead, Pandemic Medical Care and Countermeasures Task Force, Influenza Coordination 
Unit/Office of Infectious Diseases, Centers for Disease Control and Prevention 

Michael G. Kurilla, MD, PhD, Director, Office of BioDefense, Research Resources, and Translational Research; Associate Director BioDefense 
Product Development, Division of Microbiology and Infectious Diseases, National Institute of Allergy and Infectious Diseases, National 
Institutes of Health 

Heidi J. Larson, PhD, Senior Lecturer, Department of Infectious Disease Epidemiology, London School of Hygiene and Tropical Medicine; 
Associate Clinical Professor, Department of Global Health, University of Washington 

CAPT Deborah Levy, PhD, MPH (USPHS), Lead, Healthcare Preparedness Activity, Division of State and Local Readiness, Centers for Disease 
Control and Prevention 

Meredith Li-Vollmer, PhD, Risk Communication Specialist, Public Health, Seattle and King County 

Linda M. MacIntyre, PhD, RN, Chief Nurse, American Red Cross 

Gretchen Michael, JD, Director of Communications, Office of the Chief Operating Officer, Office of the Assistant Secretary for Preparedness and 
Response, US Department of Health and Human Services 

Seth Mnookin, Associate Director, MIT's Graduate Program in Science Writing 

Ann Norwood, MD, COL, MC, USA (Ret.), Contributing Scholar, UPMC Center for Health Security 

Cynthia Pellegrini , Senior Vice President, Public Policy and Government Affairs, March of Dimes 

Greg Pratt, RPh, Emergency Preparedness Coordinator, Michigan Pharmacists Association 

Sandra Crouse Quinn, PhD, Associate Dean for Academic Affairs; Senior Associate Director, Maryland Center for Health Equity; Professor, 
Department of Family Science, School of Public Health, University of Maryland 

Richard Reed, MSW, Senior Vice President, Disaster Cycle Services, American Red Cross 

Mitch Rothholz, RPh, MBA, Chief Strategy Officer, American Pharmacists Association 

Sara E. Rubin, MPH, MA, Director, Research, National Association of Chain Drug Stores 

Lainie Rutkow, JD, PhD, MPH, Associate Professor, Department of Health Policy and Management, Johns Hopkins Bloomberg School of Public 
Health 

Jeannette Sutton, PhD, Assistant Professor, Department of Communication; Director, Division of Risk Sciences, University of Kentucky 

Shari R. Veil, MBA, PhD, Associate Dean for Undergraduate Affairs; Associate Professor of Communication, College of Communication 
and Information, University of Kentucky 
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partners, and forward-looking implications, including action items for the FDA to help mitigate 

comparable issues in the future.  

 

The 4 case studies are snapshots in time to memorialize the lessons learned from the experience, and 

they are not intended as a comprehensive assessment or history of after action implementation efforts 

by the FDA and US government in subsequent years. Like much of the leading crisis and risk 

communication literature, the casebook relies upon real crises to illustrate successful or failed 

application of model communication practices. Accounts of actual events can accelerate learning: 

people reason effectively through analog and not just general, abstract principles; contextualization 

makes broader principles meaningful and memorable; and cases provide reflective thinking and 

reinforce users’ ability to apply that knowledge in future settings.6-7 Moreover, industry-specific cases 

can motivate users who see direct, practical relevance to familiar issues and settings (eg, MCMs in 

emergency contexts).8  

 

What Defines Good Stewardship of MCMs in a Public Health Emergency? 
 
MCM stewardship comprises strategies to optimize population wellbeing in an emergency, 

including reduced morbidity and mortality, enhanced psychological resilience, and preserved 

faith in the institutions of science, government, and public health. 

 
Medical countermeasures – the drugs, biologics (eg, vaccines), and devices (eg, in vitro diagnostics, 

respiratory protective devices) used to diagnose, prevent, or treat the human health impacts of CBRN 

emergencies and emerging infectious disease threats – are an essential part of national health security.9 

Appropriate shepherding of countermeasures in an emergency entails the following objectives: 

 

▪ Enabling citizens to make smart, informed decisions about MCM uptake; 

▪ Maximizing benefit and minimizing harm, including psychological impacts; 

▪ Getting MCMs to individuals and groups most in need of them; 

▪ Allocating scarce MCMs in ways that preserve public lives and public trust; 

▪ Protecting the public from fraudulent products and false product claims that can be 

harmful, feed unfounded hope, or waste scarce household money; 

▪ Testing unproven MCMs in a scientifically rigorous way that provides interpretable data; 

▪ Supporting non-pharmaceutical measures that empower people to protect themselves. 
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Why Do Emergencies Present Special Communication Challenges for Stewards of 

MCMs? 
 
Public health emergencies are exceptional events, and many of the drugs, vaccines and medical 
devices now being developed to manage them are also outside the norm. 
 
MCMs, as a class, are often novel products, rare in number, and limited in supply: There are 

insufficient MCMs for preventive and therapeutic purposes, to match the number and diversity of high- 

priority threats to US health and security. While the nation’s MCM inventory does include large 

quantities of some well-established products, many CBRN countermeasures are recent innovations, still 

under development, and/or not scaled for mass production. Some MCMs may be among the first being 

developed for a specific threat, potentially through innovative ways like recombinant and molecular 

techniques and the use of flexible, disposable manufacturing component and multiuse facilities.10  

 

MCMs target health threats that are themselves extraordinary: MCMs are medical products intended 

to protect against high-priority threats that have the capacity to affect US national security.9 Such high

-priority threats include agents that can lead to substantial illness and death and, by virtue of their 

lethality, unfamiliarity, and/or gruesome clinical presentation, can induce significant fear in the 

population. Among the current high priority threats are anthrax, smallpox, viral hemorrhagic fevers, 

nerve agents, and radiological agents. Development of a flexible infrastructure to support rapid 

production of MCMs for future, as-yet unknown threats is also a national goal. 

 

MCMs used in an emergency may have limited prior clinical experience in humans: Many of the high-

priority threats for which MCMs are being developed do not occur naturally to an extent that would 

allow for field efficacy studies in humans, and it is not ethical to conduct human challenge studies with 

many threat agents. In these situations, efficacy data from animal studies may be used if the results can 

reasonably be extrapolated to expected human use. MCMs may have been FDA-approved on the basis 

of efficacy studies in animals, may be unapproved but authorized for use during the crisis, or may not 

have been previously used in certain populations (eg, pediatric populations).9 Helping to inform clinical 

decisions during the public health response requires near real-time monitoring and assessment of 

MCM performance such as through enhanced adverse event tracking, reporting, analysis, and 

communication.9  

 

Typically time-consuming, product development and review processes can be accelerated for MCMs: 

FDA applies its rigorous review and approval regulations and policies to MCMs, like all medical 

products. FDA does have the authority to help speed up MCM development and availability through 
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processes that include fast track, breakthrough therapy, accelerated approval, priority review, and 

orphan designation, as well as through the enhanced authorities and resources specifically devoted to 

MCMs.9,11  

 

Prompt emergency access to MCMs may involve atypical procedures: Even with an approved product, 

rapid distribution and administration to a large affected population may call for an unconventional 

approach: eg, extending the labeled expiration date; dispensing a product without an individual 

prescription; allowing deviations in storage temperatures during a response; enabling innovative 

delivery methods such as postal carriers equipping households with antibiotics in event of an anthrax 

attack; making available streamlined, easy to understand “emergency use instructions” concerning the 

product’s approved use.12 In the case of an unapproved, investigational product, or the unapproved use 

of an approved product, FDA has certain mechanisms to facilitate emergency access (eg, through an 

Investigational New Drug [IND] or Device Exemption [IDE] process, as well as through 

Emergency Use Authorization [EUA]).9  

 

Liability immunity can exist for a MCM-related claim of loss: The Secretary of Health and Human Services 

can issue a PREP Act declaration to confer liability protection (absent willful misconduct) in relation 

to the manufacture, testing, development, distribution, and administration, and use of MCMs for an 

actual or potential emergency threat. Claimants may have recourse to the Countermeasures Injury 

Compensation Program.12 

 

How will MCM Communication Dynamics Evolve Over the Life Cycle of an 

Emergency? 
 
People’s level of interest, topics of concern, emotional requirements, demand for information, 
capacity for processing information, and objective public health needs will evolve over the life 
cycle of an emergency, prompting the need for a phased approach to MCM communication.  
 
Before the Emergency: 

1) Health threats are abstract and personally irrelevant. People commonly believe that they are, as a 

rule, “safe” and that a disaster only happens to “other” people.13 

2) A person may be unaware of the risks and benefits of a specific MCM; if they are aware, then the 

risks of MCM use may be the more salient issue given that there is no imminent threat. 

3) Communication that enables individuals to personalize a risk, envision how certain actions protect 

against that risk, and feel a degree of self-efficacy in performing such actions may motivate people  
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3) (contd.) to take protective measures in advance of an emergency (eg, learn more about a MCM or 

an entity involved in its distribution and administration).14-15 

4) On-going, repetitive, and mutually reinforcing messages from diverse sources are necessary to 

break through everyday background noise and to prompt a desired public behavior (eg, seeking out 

more information about an agency’s role in stewarding MCMs).16 

5) Engaging in a preparedness behavior (eg, learning about local plans for MCM dissemination) is 

the end result of many prior steps: ie, thinking about surprise events in advance, seeking out 

additional information, conferring with others, deciding to do something, and then taking action. A 

continuous stream of reinforcing messages helps people successfully complete this sequence.16 

6) Human ties and social dynamics strongly influence preparedness communication and action. Once 

receiving preparedness messages, people typically confer with others to assess the significance and 

relevance of the information; conferral could occur in person or via social media. Moreover, a 

person is more likely to engage in a preparedness behavior when they see others around them 

doing the same.16 

7) Community partners (eg, community- and faith-based organizations, health professionals, private 

industry, schools and universities, social service providers, volunteer groups) can broaden and 

deepen the reach and reception of official communication on MCMs. By collaborating with diverse 

partners, officials can better understand specific audiences and tailor messages accordingly, enlist 

additional spokespersons who are already respected within their own communities, and enable the 

adoption of preparedness as a group’s own social norm.16 

8) People learn as they interact with the world, developing mental maps along the way that serve as 

heuristic devices (or shortcuts) for organizing information.14,17,18 The operating assumptions that 

individuals hold around health threats and MCMs in advance will shape how they later make sense 

of these things during an emergency. 

9) The routine, non-crisis timeframe allows public health entities to be more proactive. The 

opportunity exists to develop careful messages about threats, MCMs, and regulatory processes as 

part of a longer-term awareness raising campaign.19-20 

During the Emergency: 

1) A health threat is present and potentially dangerous for the person. However, the perception of 

personal risk may not match the professional appraisal of risk (whether it is higher or lower).21-22  
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2) Risk/benefit information about a MCM is more salient (ie, personally relevant and significant),  

and public demand and need for these facts becomes more acute.  

3) At the outset of a crisis, an information deficit typically exists – circumstances are still unfolding, 

facts are few in number, media interest is piqued, the full scope of the problem is uncertain, 

communication channels may be disrupted, and only partial perspectives are possible.23 

4) When a threat is present, people are hungry for information, and they rarely if ever get too much 

information.24 They want to know as much as they can about potential dangers for which officials 

have sounded an alarm, and they will turn to the media and sources they consider trustworthy to 

find out more details before protective actions are started.25 In contrast, uninformed authorities 

may hesitate to sound any alarm, out of an unsubstantiated fear regarding the potential for public 

panic.16 

5) The urgency of the situation coupled with heavy demand for information, by the media and the 

public, may be at odds with well-reasoned but protracted government procedures for “clearing” 

information before it can be shared publicly.23 The delay can lead to an information vacuum that is 

potentially filled by unreliable sources and inaccurate information. 

6) People who are worried and distressed due to a perceived threat have a reduced capacity to process 

information effectively and efficiently and to engage in complex decision-making.14,17,26 Protective 

action information, however, should not be simplistic and short out of fear people will be 

overwhelmed or confused; instead, messages should meet style and content criteria proven to 

prompt the desired public response (points 8-9 below).24-25 

7) For the public to implement the protective behavior desired by officials, they typically undergo a 

sequence of perceptual, cognitive, and behavioral steps: hearing the warning, understanding the 

information, believing the warning is credible and accurate, concluding that the message applies to 

them (ie, they are at risk if they do not take protective action), confirming the warning is genuine 

and others are taking heed, deciding to take action, and carrying out that decision to act.24-27 Also 

affecting this process is whether the protective action is feasible.28-29 

8) Five kinds of information are essential to motivate public compliance with official protective 

actions: what (ie, the actions the public should take), when (ie, by what time the action should be 

executed), where/who (ie, which people should or should not take the action as described in clear 

geospatial, age groups, and other everyday terms), why (ie, the threat and how the protective 

action will reduce its impact), and whose advice (ie, the person or entities providing the 

information).16,30 
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9) People respond well to messages that are jargon-free and use wording that is specific (ie, precise 

and non-ambiguous), accurate (ie, free from errors that create confusion), certain (ie, authoritative 

and confident); and consistent.30 

10) Government-issued details on MCM risks/benefits and on recommended protective actions will 

not be the only information available to the public on those topics. Monitoring the “information 

sea” in which the public is immersed can help reveal if conflicting information is inhibiting the 

desired response and thus inform necessary corrective actions.16 

11) Information on MCM benefits/risks may change during an emergency as MCMs are used and 

clinical information is received and analyzed, which could alter the response. Any change in public 

information regarding benefits/risks will require forthright explanation. 

12) The time urgency and dynamic conditions put public health entities in a more reactive mode. 

Exigencies may require MCM-related message development on the fly, a focus on short-term 

problems, and quick delivery of information.19-20 

After the Emergency: 

1) Health concerns can shift from the emergency threat to the unintended and lingering 

consequences of the public health response, including the long-term effects of MCMs, if any. 

2) People are in a state of reflection, as they try to make sense of what has happened and why. They 

rely on images, narratives, and frames of reference around them to help explain what has been 

seen, heard, and felt in connection with the calamity, and also to provide a meaningful framework 

for processes of coping, grieving, and rebounding.31-32 

3) Themes of causality, responsibility, accountability, and the in-/adequacy of the emergency 

response can dominate the post-crisis period of retrospection.19,23,31,33 In a world of instantaneous 

news and information saturation, the “framing and blaming” that tend to follow epidemics and 

disasters occur with increasing speed and reach.33-34 

4) Communal narratives that give people’s experience of mass tragedy shared meaning and purpose 

help facilitate recovery after the event.35-37 Stories held in common that emphasize capability, 

adaptability, optimism, collective learning, and a focus on the future can help ease people’s 

experience of distress and restore their sense of well-being.19,35 

5) When the emergency is no longer front page news, the people who have been most affected 

continue to require emotional support as their feelings of loss and grief set in.23 Themes of having  
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5) (contd.) had access (or not) to a MCM and/or whether the MCM has helped or not may figure 

prominently in their experiences and personal narratives of the public health emergency. 

6) In the aftermath of an extreme event, a “window of opportunity” opens for moving messages that 

are otherwise ignored (eg, explanations of FDA processes to ensure MCM safety and efficacy 

before and during an emergency). Officials have people’s rapt attention.38-39 

What MCM Communication Strategies Should FDA Prioritize for Each Phase of an 

Emergency? 
 
The impacts of effective MCM emergency communication are largely seen during the crisis. 

Nonetheless, to be optimal, MCM communication requires groundwork before an emergency 

ever unfolds. Critical self-reflection and organizational retooling afterward also pre-position an 

agency like FDA for success during future emergencies.  

 
FDA, in collaboration with its federal partners, is encouraged to implement broadly recommended 

“best practice” guidance (Table 2) when communicating about MCMs in the emergency context. At 

the same time, the following represent suggested priorities for FDA tackle in order to strengthen its 

emergency MCM communication. The action items derive from an analysis of MCM communication 

concerns emerging during recent emergencies covered at length in the casebook (Tables 3-6) and a 

larger typology of foreseeable communication dilemmas based upon prior experiences and best 

professional judgment (Table 7). Under-resourced and heavily burdened agencies like FDA are often 

forced to communicate in an emergency from a reactive position, rather than a proactive one. 

Nonetheless, FDA is strongly encouraged to implement as many pre-crisis, preparatory steps as 

possible so that it can be a nimble and influential communicator in moments of widespread distress.  

 

Before the Emergency: 

1) Build Up FDA’s Reputation and Credibility: As part of everyday activities, enhance public 

familiarity with how the FDA regulatory mission applies in an emergency and what legal and 

administrative tools the agency can facilitate public access to MCMs in a crisis. 

Repetitious messaging and readily-digestible publications concerning FDA’s “brand” and its 

response “toolkit” (eg, EUA) can prime people for the agency’s emergency role and help reduce the 

element of surprise. When a crisis arises, such materials can also be available for people to access 

without delay. Advance communication materials cannot anticipate every threat and MCM 

scenario or individual public concern. That is, a pre-prepared playbook of messages for every 

eventuality is not feasible (although development of high-stakes, audience-tested messages as  

UPMC Center for Health Security ▪ October 2016      Page 9                                    MCM Risk Communication 



 

 

INTRODUCTION 

UPMC Center for Health Security ▪ October 2016      Page 10                                MCM Risk Communication 

Table 2. 

Best Practices for Communicating Risk in an Emergency20,40-43
 

 

1) Incorporate communication experts, insights, and goals at the outset when developing emergency 
management policies. Embrace communication as an essential part of “front-end” decision-making rather 
than the mere function of sharing policy decisions at the “back-end.” 

2) Conduct pre-event communication planning that identifies potential threats or hazards, outlines risk 
reduction approaches, recognizes the resources needed to implement them, and spells out the 
responsibilities of principal actors. 

3) Build pre-crisis partnerships and alliances with other stakeholder entities to coordinate communication 
resources and activities, enlist their help in better understanding and reaching target audiences, and 
establish trusted links that can be activated during the crisis period. 

4) Accept the public as a legitimate partner in managing an emergency. Recognize the public’s right to know 
the risks that it faces as well as protective actions that it can take, and plan for the prompt sharing of this 
information so that people can freely carry out their own informed decisions. 

5) Listen to the public before and during the emergency. Find out what people know, think, or want done 
about risks, and use this to inform communication and emergency response planning. Acknowledge people’s 
concerns, even if they do not conform to scientific risk assessments. Put yourself in their place and adapt 
messages. 

6) Communicate with honesty, candor, and openness. Be truthful to foster credibility with the public and the 
media. Relate the truth as it is known, even if it may reflect poorly on the agency, and be frank about the 
potential severity of any crisis. Promptly make information accessible. Convey information uncertainties, 
strengths, and weaknesses. 

7) Accept uncertainty and ambiguity. In an emergency, acknowledge the dynamism of the situation and the 
potential need to act before all the facts are known. Be prepared to explain the fluidity of conditions and the 
measures being taken to fill in the knowledge gaps. Address differing scientific perspectives and 
international variances as needed. 

8) Communicate with compassion, concern, and empathy. Recognize the human dimensions of the emergency, 
acknowledge people’s distress and extend genuine sympathy and understanding. 

9) Respect the unique communication needs of diverse audiences. Be mindful of differences in cultural 
background, immigrant status, education, technological adeptness, hearing and seeing abilities, and other 
factors that influence information uptake and processing. Use clear, non-technical language along with 
graphics to clarify messages; employ multiple language translations where appropriate. 

10) Meet the needs of the media and remain accessible. Plan to work diligently with the media before and 
during an incident knowing that members of the public often rely on news outlets to learn about a crisis or 
risk. 

11) Convey messages of self-efficacy. Provide specific information to the public on how to reduce any potential 
harm and what can be done to help others. Protective messages can reduce material harm as well as enhance 
morale by restoring a sense of control over uncertain and menacing conditions. 

12) Monitor public responses and update communication efforts to meet people’s evolving information needs. 



 

 

noted below is advisable). FDA should therefore work to engender greater understanding of, and faith 

in the agency’s fundamental ability and commitment to protecting public health and safety.  

When unique, unforeseen circumstances arise, the agency can then rely on its established reputation 

when stewarding a MCM and implementing a EUA or other regulatory measure. An organization 

seen to be enacting proven core values in a crisis is more likely to enlist public support and to bolster 

its reputation.19 

2) Widen and Reinforce Communication Partnerships:  Continuously network with intra- and 

interagency partners as well as external stakeholder groups to comprehend diverse audiences, 

coordinate communication resources, and build up trust that can be tapped in an emergency. 

FDA cannot be the sole communicator on MCM safety and efficacy to the US populace; it needs 

others to amplify its messages and to know what diverse audiences require of the agency. Doctors, 

nurses, pharmacists, state and local health officials, and other frontline professionals interpret 

MCM risks and benefits for the public, and individuals turn to these and other trusted sources for 

information. A host of traditional, new, and emerging media platforms transmit critical health 

information to diverse publics. FDA can bolster current stakeholder ties and create new ones: eg, 

strengthen the role of the Office for Minority Health in the MCMi to help uncover, understand, 

and address the MCM communication needs of vulnerable and historically underserved 

populations; reach further into health professional societies on top of FDA’s ongoing participation 

in national level workshops, meetings, and webinars; and hold informational workshops for 

journalists to increase media awareness of current practices in regulatory science, including how 

MCMs are authorized and approved.  

3) Anticipate Problems and Rehearse Solutions: Scan in advance for signs of novel communication 

dilemmas (or evidence of persisting ones), and with agency partners and stakeholders, develop and 

drill early solutions that can preempt failure and enhance real-time responses.19 

Tabletops can focus on specific communication dilemmas, allowing agency personnel and its 

collaborators to rehearse challenges and solutions (eg, issuing a timely EUA that strikes the right 

balance between technical accuracy and ease of comprehension; explaining in an emergency why 

the government may still not authorize the use of foreign products already used in large 

populations overseas; addressing public concerns in an emergency about using clinical trials that 

involve placebos). Table 6 provides a rubric for thinking about MCM emergency communication 

dilemmas; many of these themes can be interwoven into simulations and used to generate 

collective ideas about comprehensive mitigation strategies. 
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4) Set a Research Agenda; Work from the Top Down:  Study topics that affect the agency’s ability to 

facilitate good outcomes in an emergency (eg, fewer illnesses and lost lives; preserved public trust); 

develop and test messages; investigate people’s information consumption habits.  

Advance research can fortify the agency’s ability to communicate on MCMs in a crisis. Recent 

emergencies suggest that some topics and audiences require prompt, deeper understanding: in 

particular, the sensitivity among historically underserved populations about unfair distribution of 

either MCM risks or benefits, and the moral ambiguity that some people attach to randomized 

controlled trials for investigational products amidst mass tragedy. Other issues and topics also 

deserve further exploration, when resources allow (eg, polling on FDA as the gatekeeper for MCM 

safety and efficacy, audience testing of MCM fact sheets, design/testing of info-graphics to make 

the EUA process more intelligible). In general, to meet the information needs of citizens who come 

from diverse cultural, social, and demographic backgrounds, the agency should take steps to 

understand different audience segments and develop messages that address their concerns.44-45 In 

conjunction with efforts to “profile” the needs and preferences of intended audiences, the agency 

can pretest messages and materials as well as media planned for their dissemination, to determine 

if they resonate with end users.46 

5) Exceed the Limits of “Printed Statements” Communication: Expand modes of communication to 

reach a broader, non-technical audience: eg, balance published statements with public remarks, 

supplement heavy text with graphics, and design the agency website with end users in mind.   

As a regulatory agency, FDA is under pressure to represent its public health activities and 

decisions in ways that are true to the science and in line with legal mandates. Partiality for highly 

precise terminology and the written word can lead to unintended opaqueness, when broader public 

understanding around MCMs is called for. Some steps to enhance the agency’s ability to convey 

messages that are meaningful to a broad audience include: enhancing risk and crisis 

communication training of individuals serving as the public face of the agency on MCM issues; 

engaging user experience experts to improve the accessibility and visibility of the FDA website 

which is the central archive for its key messages and where the agency drives consumers via 

twitter and other social media; supplementing text-heavy documents with infographics that can 

help make the agency’s regulatory decisions, processes, and complex topics intelligible to a wider 

array of audiences; and pre-testing communication with end users to check for comprehensibility.  
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During the Emergency: 

1) Keep Ear to the Ground on Responses to the MCM Campaign: Conduct real-time monitoring of 

traditional and social media to gauge public confidence in the MCM campaign, including rumors, 

knowledge gaps, and waxing/waning trust, and then adjust messages and outreach strategies. 

A strong social media presence, in particular, will allow FDA to “listen” and anticipate potential 

communication issues before they become full-fledged crises (eg, concerns about MCM use or 

uptake of alternative or fraudulent products). Social media engagement is not a just-in-time 

endeavor; the relationships that make social media an effective tool in an emergency are built over 

time. While technology platforms will evolve, FDA should commit in the near term to provide 

messages to, and monitor information from the public (and providers) via social media. For more 

on FDA’s social media use, see Appendix A.  

2) Address Public Priorities around Self-Protection: During an emergency, help to deliver a clear and 

obvious signal to the public about the desired protective behavior in the context of a specific threat 

and recommended MCM(s), if any.  

While FDA has specific regulatory responsibilities in an emergency, the agency nonetheless is part 

of the larger public health response system that has the paramount goal of reducing illness and 

saving lives. Past emergencies suggest that even if FDA is not a prime responder, the agency 

should embrace a supportive role in assuring that members of the public have the information they 

need for self-protective behavior. This supportive role can involve disseminating science-based 

messages that provide greater legitimacy to the public information and directives of other agencies 

regarding a health threat and appropriate protective actions.  

3) Put Communication “Best Practices” into Action: Act on evidence-informed advice regarding how 

to communicate when knowledge is uncertain and rapidly evolving in an emergency,19 when 

outrage causes the public’s appraisals of risks/benefits to be non-aligned with that of authorities,47 

and when the goal is to adequately inform health decision-making by the public.48 

a. Uncertainty: Admit limits to the ability of FDA to determine all aspects of the emergency 

due to missing, complex, or rapidly evolving information. Share in your audience’s distress 

and describe how FDA will get more answers. When policy positions shift, alert your 

audience, explain why what you are saying is different from before, and acknowledge any 

emotive responses to the change.47 

b. Outrage: Recognize variables known to provoke public outrage including dreaded hazards 

and perceived unfairness, moral indifference, and impacts on vulnerable groups. When 
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b. (contd.) When these elements are present, do not dismiss them as mere misperception; use 

values-based language with supporting evidence to enhance public understanding and to 

diminish impassioned critiques of the agency (see Tables 2-3 for examples).47  

c. Adequacy: Test the adequacy of a communication (eg, on MCM risk/benefit) by checking 

if it equips a person with information essential to making an effective health decision (ie, it 

is material), if it reaches a person via their normal information channels and gathering 

practices (ie, it is accessible), AND if it is readily digestible so that a person can apply it to 

make a sound choice (ie, it is comprehensible).48 

4) Show Agility as a Communicator: Communicate knowing the crises are time-sensitive. Strive for 

minimal time lags in connection with internal FDA clearance procedures for MCM emergency 

communication to keep up with growing public demands for prompt sharing of information.  

Promptly communicating and staying ahead of the issues are critical, because for members of the 

public, the first source of information often becomes the preferred source.23 FDA should actively 

seek out opportunities to communicate with the media and the public in order to ensure key 

messages are provided frequently and are readily accessible in the memories of target audiences. 

 

After the Emergency: 

1) Share “After Action” Results and the Path Forward: Publicly share what FDA and its partners 

learned from MCM use in the health emergency, including response missteps and successes; 

communicate how the agency plans to address concerns on the basis of that information.19 

In the aftermath of an emergency, it will be important to acknowledge any blunders and outline 

how systematic changes are being implemented to improve MCM stewardship in the future. The 

inclusion of external stakeholders in preparation of after-action reports regarding the overall 

MCM campaign can help increase trust and provide viewpoints that are more representative of 

public concerns. Recommendations resulting from after-action reviews should be quickly 

implemented.  

2) Reassess Overall Communication System Performance: Conduct an “after action” analysis of the 

agency’s performance as an MCM emergency communicator and incorporate improvements. 

Potential issues to consider are: how well did spokespersons perform and is more training in crisis 

and risk communication necessary; was the clearance process efficient; did unforeseen topics arise 

that deserve further audience research to be ready for next time; were there any groups to whom 

the agency could have reached out harder to get them information or to understand their 
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3) (contd) information needs better; what were the successes and how can they be repeated?  

 

Casebook Methods 
 
A project team of analysts at the UPMC Center for Health Security conducted 4 in-depth case studies 

of select public health emergencies involving MCMs, with input from the Expert Working Group 

(EWG) on MCM Emergency Communication Strategies (Table 1). This expert panel included top 

scholars in risk and crisis communication; seasoned MCM developers, producers, and regulators; 

leading practitioners in medicine, public health, and pharmacy science; and decision makers 

experienced in public health emergency management. Moreover, the EWG had strong interagency 

representation (eg, CDC, NIH, HHS/ASPR, and former FDA staff). The purpose of the casebook was 

to characterize recent communication challenges for FDA, with implications for public behavior 

around MCMs, and based on leading literature and professional judgment concerning risk and crisis 

communication, to develop suggestions on how to mitigate similar problems in the future. Tables 2-5 

summarize the communication dilemmas and recommendations from chapters 2 through 5.  

 

Casebook development entailed a recursive process of research and analysis by the UPMC team, 

review and feedback from EWG members and agency sponsors, and external review by authorities on 

risk communication and medical countermeasures.* Initially, the project team identified a preliminary 

list of potential cases to pursue through a review of LexisNexis, the scholarly literature, and 

government reports. They later refined the list, based on interviews with the EWG and sponsors to 

ascertain which issues were priorities. The EWG provided virtual feedback on the final plan to guide 

casebook research and organization. The 4 selected cases presented a broad range of health threats; 

MCMs with variable testing, availability, and risk/benefit profiles; social media influences; and trust 

issues.  

 

Analysts relied primarily upon secondary sources when constructing their case studies, and where 

noted in individual chapters, also incorporated content from key informant interviews. In general, 

analysts performed a web-based review of the available scholarly literature using an array of search 

engines (eg, PubMed, Google Scholar). Using other databases (eg, LexisNexis, Google), they also 

identified NGO and government reports, news articles, and blogs that provided further details 

especially in the case of the urgent and rapidly evolving Ebola outbreak. Initiating research in the fall 
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Table 3. 

MCM Communication Dilemmas & Mitigation Strategies for FDA 

Case #1: Recent West Africa Ebola Epidemic  

 

Dilemma Finding Action Items 

The FDA stance on the best way 
to enable access to investigational 
MCMs (ie, clinical trials versus 
broad availability) met opposition 
from diverse quarters including 
other experts, Congress, and the 
public. 

To communicate most 
convincingly about clinical trials 
during emergencies, the FDA can 
approach this topic as one where 
technical and normative issues are 
inextricably linked, values about 
the public good can be perceived to 
be in competition (eg, scientifically 
defensible data versus hope amidst 
mass tragedy), and the merits of 
the opposition’s arguments are 
acknowledged. 

In advance of any future crisis, 
commission research that would 
elicit public views and values 
about the appropriate use and 
clinical study of unproven 
MCMs during emergencies, and 
on this basis, be prepared to 
embed any technical clams about 
the advantages of clinical studies 
in a larger values-based 
narrative. 

Dilemma Finding Action Items 

The FDA legal requirement to 
protect confidential commercial 
information triggered accusations 
of government secrecy and 
perceptions of privileging agency/
industry relations over human 
health. 

While protecting confidential 
commercial information (CCI), 
FDA can work concurrently to 
strengthen communication 
channels with non-industry 
stakeholders (ie, Congress, 
providers, consumers, the media), 
offsetting perceptions that the 
agency is obstructionist. 

To mitigate against public 
outrage, acknowledge people’s 
concern in FDA communication 
about protecting CCI; engage 
with industry partners 
developing emergency MCMs to 
underscore the public health 
value of disclosing CCI (eg, 
clinical trial data) during a crisis; 
and work with sister agencies 
bound by less-restrictive 
confidentiality laws to describe 
to Congress regulatory 
challenges around CCI. 

Dilemma Finding Action Items 

Initial authorization of 
investigational MCMs for use by 
Americans and Europeans outside 
of clinical trials fueled concern 
over inequities experienced by 
West Africans affected by the 
epidemic. 

To reverse unfounded perceptions 
that certain people are given 
preferential access to 
investigational MCMs, 
particularly over historically 
disadvantaged groups, FDA can 
acknowledge people’s concerns 
about fairness and relate to them in 
a way that helps abates frustration. 

Train FDA spokespersons to 
recognize variables known by 
risk communications to provoke 
public outrage including 
perceived unfairness, moral 
indifference, and impacts on 
vulnerable groups. When these 
elements are present, do not 
dismiss them as mere 
misperception; use values-based 
language with supporting 
evidence to diminish impassioned 
critiques. 
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Table 4. 

MCM Communication Dilemmas & Mitigation Strategies for FDA 

Case #2: Fukushima Nuclear Accident of 2011 

Dilemma Finding Action Items 

Despite the vast distance 
between the US and the 
Fukushima accident, Americans 
still had a strong interest in self-
protection against the dread-
inducing threat of radiation. 

Fulfilling its regulatory duties 
may be the primary role for FDA 
in certain emergencies, but the 
agency is still part of the larger 
public health emergency 
response system that has a 
priority interest in appropriate 
public use of MCMs. Although 
not legally required, FDA may 
be expected to communicate the 
science-based messages that 
provide greater legitimacy to 
directives put out by other 
agencies. 

To deter the public from using 
unnecessary and/or possibly 
harmful MCMs, coordinate at 
the interagency level to draft and 
deliver common warnings, based 
on evidence regarding content 
and style (see chapter 3), that 
will motivate people to take 
appropriate actions. 

Dilemma Finding Action Items 

Amidst an information void and 
inadequate government 
coordination, people actively 
sought out a countermeasure 
(KI) that held no benefits and 
posed some risks. 

To help counter inappropriate 
MCM-seeking behaviors, as in 
the case of KI for an unfounded 
radiological risk, FDA can along 
with its partners empathize with 
people’s desire for self-protection 
when faced with a dreaded 
hazard, specify the impacts of 
potentially ineffective or unsafe 
products, and redirect the 
personal impetus to act in a more 
positive direction. 

During an emergency, help to 
deliver a clear and obvious signal 
to the public about the desired 
protective behavior in the 
context of a specific threat and 
recommended MCM(s), if any. 
During an acute health crisis, 
help be responsive to top public 
information demands. Make 
public information about the risk 
and proper protective actions 
more prominent, for instance, on 
the FDA website. 

Dilemma Finding Action Items 

With limited KI access, some 
people turned to substitutes such 
as home remedies, fake KI, and 
other fraudulent products, 
prompting the need for another 
critical line of public health 
messages. 

During the US response to 
Fukushima, FDA played a 
critical role in educating 
consumers about how to spot and 
avoid buying suspicious products, 
a role that can be further 
strengthened by making FDA 
statements on fraudulent 
products the headline news that 
people readily access on the web. 

Design the FDA website based 
on user experience principles. 
Optimize message accessibility 
through search engine providers 
and “debunking” websites to 
ensure that agency messages are 
high ranking in internet search 
results and that opposing 
messages do not go 
unchallenged. Consider 
purchasing placement with 
leading search engines when the 
public safety issue is immense. 
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Table 5. 

MCM Communication Dilemmas & Mitigation Strategies for FDA 

Case #3: H1N1 Influenza Pandemic of 2009-2010 

 

Dilemma Finding Action Items 

Perceptions of the H1N1 
vaccines as “risky,” “rushed” 
through production, and/or 
“untested” motivated some 
people to shun vaccination. 

FDA can strengthen its ongoing 
communication efforts to demonstrate the 
ways in which the agency ensures the safety of 
vaccines in the US, pre- and post-licensure. 

Enhance public resources on FDA’s role in 
assuring safety over the lifecycle of a vaccine: 
eg, continue using the FDA Basics Webinar 
series to represent the agency’s commitment 
to, and procedures for assuring vaccine safety; 
link to CDC materials, benefiting from the 
trust people hold in this agency; and 
supplement “text heavy” FDA communications 
with more readily consumable graphic 
representations. 

Dilemma Finding Action Items 

Unmet public expectations 
about when and how a newly 
manufactured vaccine would 
become available during the 
pandemic had an adverse 
impact on its uptake. 

FDA can work with partners to help demystify 
the vaccine production process that is, to most 
people, a black box operation, and better align 
public expectations with the actual timetable 
for when the product can realistically be 
available in an emergency. 

In cases where MCMs are developed during an 
emergency, provide either generic details on 
the manufacturing process (within the confines 
of CCI) or work with manufacturers to develop 
and share MCM production details, as these 
are relevant to the public. If delays are possible, 
then be prepared to explain why production 
may be slower than anticipated and share in 
your audience’s distress at the wait. 

Dilemma Finding Action Items 

In the absence of 
trustworthy and culturally 
appropriate information, 
certain groups were less 
likely to seek out vaccination 
against the H1N1 virus. 

FDA can help mitigate against differential 
rates of morbidity and mortality in future 
health emergencies by helping assure that the 
entire US public, including specific subgroups, 
have access to credible, accessible, and 
meaningful information that enables them to 
make appropriate use of potentially lifesaving 
MCMs. 

Strengthen the Office of Minority Health’s 
(OMH) role in the Medical Countermeasures 
Initiative (MCMi) to uncover, understand, and 
meet the communication needs of a diverse US 
populace, in particular, historically underserved 
communities. 

Dilemma Finding Action Items 

Difficult-to-access and hard-
to-understand information 
undermined efforts to make 
antivirals available to the 
public. 

To avoid inadequate emergency MCM 
communication (eg, antivirals authorized for 
emergency use), FDA and its partners can aim 
to use information channels on which people 
normally rely, provide information that users 
see as relevant to key decisions about their 
health (and/or that of their patients or 
dependents), and deliver information that is 
readily consumed and integrated into a 
person’s decision making. 

Assess any FDA communication about new 
MCMs or new uses of MCMs in terms of the 3 
standards of accessibility, materiality, and 
comprehensibility. For instance, survey 
intended audiences about their routine 
information gathering behaviors, and test 
written materials for salience and 
understandability with end-users before these 
are disseminated. 



 

 

INTRODUCTION 

UPMC Center for Health Security ▪ October 2016      Page 19                                MCM Risk Communication 

Table 6. 

MCM Communication Dilemmas & Mitigation Strategies for FDA 

Case #4: Anthrax Letter Attacks of 2001  

Dilemma Finding Action Items 

An evolving health crisis with a high 
degree of uncertainty generated acute 
demands for timely information, in-
cluding that regarding MCMs, which 
leaders were not prepared to meet. 

During periods of uncertainty, FDA 
can preserve the agency’s credibility 
and remain responsive to information 
demands by the public, media, and 
health practitioners, by adopting crisis 
communication strategies and lan-
guage. 

Admit limits to the ability to deter-
mine all aspects of the emergency due 
to missing, complex, or rapidly evolv-
ing information. Share in your audi-
ence’s distress and describe how FDA 
will get more answers. When policy 
positions shift, alert your audience, 
explain why what you are saying is 
different from before, and acknowledge 
any emotive responses to the change. 

Dilemma Finding Action Items 

Contradictory messages and inade-
quate coordination of risk communica-
tion across multiple governmental 
jurisdictions and the private sector 
impeded response efforts and generat-
ed public mistrust. 

Between crises, FDA can extend the 
reach and impact of its emergency 
MCM communication by strengthen-
ing relationships with other agencies 
and stakeholders, maintaining familiar-
ity with its partners’ priorities and 
capabilities, and creating a cooperative 
environment that allows for ready 
exchange of information. 

Re-commit to PHEMCE coordination 
and collaboration, including that need-
ed to get “credible, understandable, 
and actionable information” to re-
sponders and the public before and 
during health crises.49 Maintain FDA’s 
frequent contact with public health 
NGOs and state/local health officials 
to support their MCM preparedness 
and response capabilities, and ensure 
coordinated communications. 

Dilemma Finding Action Items 

Inconsistent public health interven-
tions coupled with historic disparities 
nurtured perceptions that health au-
thorities delivered substandard care to, 
and even experimented on certain 
populations. 

Sensitive to the historical conflicts 
between public health and minority 
communities, FDA can take steps prior 
to, and during an emergency to ad-
dress any public anxiety around dis-
crimination and human experimenta-
tion in the context of MCM clinical 
trials. 

Seek OMH’s strategic help in framing 
and conveying communications, name-
ly those involving clinical trials and 
investigational products, to reassure 
affected groups that equal considera-
tion is given to all. Enlist PHEMCE 
partners in developing, testing, and 
delivering MCM messages that are 
culturally appropriate, respond to 
community concerns, and help reestab-
lish trust within historically under-
served communities. 
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Table 7. 

Forseeable MCM Emergency Communication Dilemmas: A Typology  

 

 

 
Uncomfortable MCM Qualities 

▪ MCM attributes induce dread (eg, GMO or irradiated component), suggest product is not fully tested (eg, 
in clinical trial, “sped up surge production,” accelerated approval, animal rule), or raise fears of adulteration 
(eg, adjuvanted, compounded). 

▪ Unfamiliar technical jargon spurs misunderstanding and hesitation (eg, killed versus live vaccine, egg ver-
sus cell-based production). 

▪ Regulatory mechanisms under which a MCM is being made available are unfamiliar (eg, EUA, IND); regu-
latory terms may have divergent popular meanings (eg, “approved,” “authorized”). 

▪ Administration of the MCM may contradict everyday norms and personal experiences (eg, “expired” SNS 
stock, unfamiliar use of familiar drug, administration by non-traditional provider). 

 
 
Unequal Supply and Demand 

▪ A novel and/or highly lethal threat prompts unwarranted demand among low-risk groups. 

▪ Unaware high-risk individuals and groups do not seek out beneficial MCMs. 

▪ High-risk groups and infected persons facing a highly-lethal disease strongly desire access to unproven 
MCMs that are very early in development. 

▪ A system of designated priority groups determines access to scarce MCMs. 

▪ Too few MCMs exist to meet genuine needs in an emergency. 

▪ Empty-handed or out of misplaced belief or misinformation, people turn to unsafe, ineffective, or fraudulent 
alternatives. 
 
 

Discordant Authoritative Voices 

▪ Different health officials issue divergent guidance on MCM allocation and administration. 

▪ Health professional guidance competes with advice from other trusted sources (eg, media, political, reli-
gious, community). 

▪ Information on benefits/risks may change as MCMs are used and clinical information is reviewed, which 
could alter their recommended use. 

▪ Opinions differ on using randomized controlled trials to test efficacy of MCMs in an emergency 

▪ Authorities are split on the MCM risk/benefit balance. 

▪ Public health authorities overseas promote or prohibit a MCM contrary to US practice. 
 
 

Under-Represented Groups Poorly Served by Status Quo 

▪ Prior grievances with biomedicine or public health erode trust in MCM recommendations. 

▪ Individuals do not access critical MCM information because major health institutions remain unschooled in 
how language, culture, and citizenship status can throw up barriers. 

▪ MCM guidance for pregnant women, children, and other at-risk groups must be issued despite limited data 
on safety, efficacy and dosing. 

 



 

 

of 2014, the project team submitted draft cases for review by the EWG, the sponsor, and 4 external 

referees a year later. FDA offered written and verbal feedback on October 22, 2015. EWG members 

proposed revisions via individual written comments and group discussion at a meeting on October 26, 

2015 at the Center’s Baltimore offices. External reviewers provided in-depth written comments during 

the fall of 2015. 

 

After discussing a revision plan with the sponsor, the project team conducted an additional round of 

data gathering, including follow-up FDA interviews, and they completed a second draft of the 

casebook in March 2016. In April 2016, 4 EWG members, with expertise in risk and crisis 

communication reviewed the case chapters, and the project team incorporated their suggestions to 

produce the penultimate draft. The sponsor performed a final review in May 2016, to which the project 

team responded with further refinements, producing the final draft represented here. Any errors and 

omissions that remain in the casebook are those of the project team.  

 

The case studies manifest certain limitations: they do not constitute a comprehensive assessment of 

every public message or communication activity undertaken by FDA during the incidents examined; 

the project team was limited to publicly available information and did not have access to internal FDA 

communication information; and, the use of older examples like anthrax predate the establishment of 

FDA’s MCMi and the PHEMCE, two important initiatives that evolved to help address some of the 

challenges and “lessons learned” noted in specific cases. 

 

The individual case studies that follow provide a brief overview of the emergency, depictions of 

significant communication issues for FDA and its partners, and an outline of implications including 

specific actions for the FDA to manage similar or analogous challenges better in the future. Though 

they span a period of 15 years, the highlighted dilemmas and mitigation strategies have direct 

relevance to today’s practice. That is, they reflect persistent and significant concerns, involve high-

stakes lessons whose continued application by FDA is critical, and/or illustrate foundational “best 

practices” that individuals new to MCM emergency communication should adopt.  
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Appendix A.  

FDA’s MCM Mission and Collaborators:  

Setting the  Context for MCM Emergency Communication 

 

The FDA’s overarching objective in relation to MCMs is to “facilitate the development of and access 

to safe, effective, and quality MCMs” to manage the health impacts of CBRN emergencies and 

emerging infectious disease threats.2 The organizational structure underpinning this objective is the 

Medical Countermeasures Initiative (MCMi), coordinated by the Office of Counterterrorism and 

Emerging Threats (OCET), within the FDA Office of the Chief Scientist, in partnership with other 

FDA offices and centers, including the Office of Regulatory Affairs (ORA) and the agency’s 3 medical 

product centers – Center for Biologics Evaluation and Research (CBER), Center for Drug Evaluation 

and Research (CDER), and Center for Devices and Radiological Health (CDRH).3 The MCMi was 

launched in 2010 to capitalize upon the FDA’s existing MCM programs, and by applying additional 

resources, to expand and strengthen the agency’s MCM efforts even further, addressing many of the 

issues identified during the anthrax and H1N1 responses.3  

 

The FDA engages in an array of activities to help advance the development and availability of MCMs. 

These activities stretch across the entire MCM life cycle and include:  

▪ Expanding the scientific knowledge base to support regulatory decision-making. Through 

intra- and extramural research support and strategic partnerships with US government 

agencies, academia, and industry, FDA works to continuously improve the scientific and 

technical means for assessing MCM safety, efficacy, quality, and performance.2 

▪ Conducting efficient and effective regulatory review. Tasks in this vein include clarifying 

for sponsors, applicants, and the federal agencies supporting product development the 

requirements for approving or making available investigational MCMs, as well as 

reviewing and approving MCM marketing applications that meet standards for safety, 

efficacy and quality.2 

▪ Helping ensure an adequate supply of MCMs, as exemplified by granting expiry dating 

extensions for MCMs after testing them for stability and quality and by inspecting MCM 

production facilities to ensure the use of current good manufacturing practices and to 

proactively resolve issues that could lead to potential product shortages.2 

▪ Facilitating a swift and effective emergency response. Illustrative tasks include expediting 

the regulatory review of data for critical products in the development pipeline; when  
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Appendix A, contd.  

▪ (contd.) necessary, enabling access to potentially available MCMs that are not approved by 

the FDA through an appropriate mechanism such as an Emergency Use Authorization 

(EUA); and monitoring the MCM supply chain to identify and forecast product shortages 

and potential promotion of fraudulent products.2 

▪ Providing technical support, with regard to the regulatory matters within FDA’s 

authority, to key MCM partners including the state, tribal, local, and territorial (STLT) 

stakeholders charged with stockpiling, distributing, and dispensing or administering 

MCMs during and in anticipation of a health emergency.4 

 

Along with the larger MCM community, the FDA participates in the Public Health Emergency 

Medical Countermeasures Enterprise (PHEMCE). Led by the US Department of Health and Human 

Services (HHS) Assistant Secretary for Preparedness and Response (ASPR) in the interest of national 

health security, the PHEMCE is the body that coordinates the MCM-related efforts within HHS (ie, 

FDA, Centers for Disease Control and Prevention [CDC], and National Institutes of Health [NIH]) 

and in cooperation with interagency partners at the Departments of Veteran Affairs (VA), Defense 

(DoD), Homeland Security (DHS), and Agriculture (USDA).1 The PHEMCE also engages non-

Federal partners including STLT governments, public health systems, academia, private industry, and 

the larger US population.1 

 

Complex divisions of labor exist among the PHEMCE federal partners, with each agency at times 

playing either a leading or supporting role, depending upon the mission component as well as agency 

authority and jurisdiction.5 A sampling of HHS agencies and their leading roles in relation to MCMs 

for the civilian population follow below, to help put FDA’s contributions (and its communication role) 

in context; readers are encouraged to consult more comprehensive accounts1 for further clarification 

and detail:  

▪ ASPR is responsible for developing the strategic framework to prioritize PHEMCE 

resources and investments, based on the DHS-led threat and risk assessment, and other 

inputs such as medical consequence and public health response assessments.5 Via the 

Biomedical Advanced Research and Development Authority (BARDA), ASPR leads in 

supporting the advanced development and scale up of MCM manufacturing capacity and in 

the procurement of certain MCMs for the Strategic National Stockpile (SNS).5 
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Appendix A, contd.  

▪ CDC leads the procurement and maintenance of the commercially available MCMs 

amassed for the SNS.5 In collaboration with ASPR, CDC also coordinates the development 

of federal response plans, policy, guidance, and communication; develops strategies for the 

allocation and clinical use of MCMs; and coordinates interactions with STLT and private 

entities “to provide timely and effective deployment, distribution, dispensing, and 

administration” of MCMs in an emergency.5 

▪ NIH carries out and supports basic research on health threats; the knowledge generated 

then informs the development of medical products as well as strategies for prevention, 

diagnosis, and treatment.5 NIH plays an important support role in evaluating MCM safety 

and performance, such as through clinical trials management.5 

▪ FDA’s role is to ensure MCMs are safe and effective, including – in conjunction with the 

CDC – monitoring the safety and performance of deployed MCMs during and after a 

public health emergency.5 

INTRODUCTION 

UPMC Center for Health Security ▪ October 2016      Page 24                                MCM Risk Communication 



 

 

UPMC Center for Health Security ▪ October 2016      Page 25                                MCM Risk Communication 

Endnotes 
 
1) US Department of Health and Human Services. 2015 Public Health Emergency Medical 

Countermeasures Enterprise (PHEMCE) Strategy and Implementation Plan. Available at http://
www.phe.gov/Preparedness/mcm/phemce/Documents/2015-PHEMCE-SIP.pdf. Accessed April 
25, 2015. 

 
2) US Food and Drug Administration. MCMi Fiscal Year 2015 Program update. http://

www.fda.gov/downloads/EmergencyPreparedness/Counterterrorism/MedicalCountermeasures/
AboutMCMi/UCM494658.pdf. Accessed May 25, 2014. 

 
3) US Department of Health and Human Services, Food and Drug Administration. Medical 

Countermeasures Initiative Strategic Plan 2012-2016. http://www.fda.gov/downloads/
EmergencyPreparedness/MedicalCountermeasures/UCM286201.pdf. Accessed May 25, 2016. 

 
4) US Food and Drug Administration. State, Tribal, Local, and Territorial Public Health 

Preparedness. http://www.fda.gov/EmergencyPreparedness/Counterterrorism/
MedicalCountermeasures/MCMLegalRegulatoryandPolicyFramework/ucm234336.htm. Accessed 
May 25, 2016. 

 
5) US Department of Health and Human Services. Office of the Assistant Secretary for Preparedness 

and Response. PHEMCE Mission Components. http://www.phe.gov/Preparedness/mcm/
phemce/Pages/mission.aspx. Accessed May 25, 2016. 

 
6) Allchin D. Problem- and case-based learning in science: An introduction to distinctions, values, 

and outcomes. CBE-Life Sciences Education 2013;Fall,12:364-372. 
 
7) Epling JW, Morrow CW, Sutphen SM et al. Case-based teaching in preventive medicine: rationale, 

development, and implementation. American Journal of Preventive Medicine 2003; 24(4S):85-89. 
 
8) Jaques T. A case study approach to issue and crisis management: Schadenfreude or an opportunity 

to learn? Journal of Communication Management 2008;12(3):192-203. 
 
9) Courtney B, Sadove E. Medical countermeasures: emergency preparedness and response roles and 

authorities. In Food and Drug Law and Regulation, Third Edition. DG Adams, RM Cooper, MJ 
Hahn, JS Kahan, eds. Washington DC: Food and Drug Law Institute, 2015; pp. 791-815. 

 
10) US Department of Health and Human Services. Public Health Emergency Medical 

Countermeasures Enterprise Review: Transforming the Enterprise to Meet Long-Range National 
Needs. August 2010. Available at https://www.medicalcountermeasures.gov/media/1138/
mcmreviewfinalcover-508.pdf. 

 
11) US Food and Drug Administration. Fast track, breakthrough therapy, accelerated approval, 

priority review. http://www.fda.gov/forpatients/approvals/fast/ucm20041766.htm. Accessed 
April 29, 2016. 

 
12) Courtney B, Sherman S, Penn M. Federal legal preparedness tools for facilitating medical 

countermeasure use during public health emergencies. Journal of Law, Medicine & Ethics. Spring 
2013:22-27.  

INTRODUCTION 



 

 

UPMC Center for Health Security ▪ October 2016      Page 26                                MCM Risk Communication 

13) Wood MW, Mileti DS, Kano M, et al. Communicating actionable risk for terrorism and other 
hazards. Risk Analysis 2012; 32(4): 601-615. 

 
14) Glik DC. Risk communication for public health emergencies. Annual Review of Public Health 

2007; 28:33-54. 
 
15) Prentice-Dunn S, Rogers RW. Protection motivation theory and public health: Beyond the health 

belief model? Health Education Research 1986; 1:153-161. 
 
16) Mileti D, Schoch-Spana M, Madden S. Setting the standards: Best practices workshop for training 

local risk communicators, Report to Human Factors/Behavioral Sciences Divisions, Science and 
Technology Directorate, US Department of Homeland Security. College Park, MD: START, 2012. 

 
17) Keselman A, Slaughter L, Patel, VL. Toward a framework for understanding lay public’s 

comprehension of disaster and bioterrorism information. Journal of Biomedical Informatics 2005; 
38(4):331-344. 

 
18) Kools M, Ruiter RAC, van de Wiel MWJ, et al. Increasing readers’ comprehension of health 

education brochures: A qualitative study into how professional writers make texts coherent. 
Health Education and Behavior 2004; 31(6):720-740. 

 
19) Ulmer RR, Sellnow TL, Seeger MW. Effective Crisis Communication: Moving from Crisis to 

Opportunity, 2nd Edition. Los Angeles, CA: SAGE Publications; 2011. 
 
20) Sellnow TL, Ulmer RR, Seeger MW, et al. Effective Risk Communication: A Message-Centered 

Approach. New York, NY: Springer; 2010. 
 
21) Sandman PM. Hazard versus outrage in public perceptions of risk. In Effective Risk 

Communication: The Role and Responsibility of Governmental and Non Governmental 
Organizations. VT Covello, DB McCallum, MT Pavlova, ed. New York, NY: Plenum; 1989, pp. 45
-49. 

 
22) Fischhoff B. Risk perception and communication unplugged: Twenty years of progress. Risk 

Analysis 1995; 15(2):137-145, 
 
23) US Department of Health and Human Services, Centers for Disease Control and Prevention. Crisis 

and Emergency Risk Communication (CERC) – 2014 Edition. Available at http://
emergency.cdc.gov/cerc/resources/pdf/cerc_2014edition.pdf. 

 
24) Sorenson JH. Hazard warning systems: review of 20 years of progress. Natural Hazards Review 

2000; 1:119-125. 
 
25) Mileti DS. Public Response to Disaster Warnings. Available at http://swfound.org/media/82620/

PUBLIC%20RESPONSE%20TO%20DISASTER%20WARNINGS%20-%20Dennis%20S.%
20Mileti.pdf. 

 
26) Covello VT, Peters RG, Wojtecki JG, et al. Risk communication, the West Nile Virus epidemic: 

Responding to the communication challenges posed by the intentional and unintentional release of 
a pathogen in an urban setting. Journal of Urban Health 2001; 78(2):382-391.  

INTRODUCTION 



 

 

UPMC Center for Health Security ▪ October 2016      Page 27                                    MCM Risk Communication 

27) Mileti D, Sorenson J. Communication of Emergency Public Warnings. ORNL-6609. Oak Ridge, 
TN: Oak Ridge National Laboratory; 1990. 

 
28) Lindell M, Perry R. Behavioral Foundations of Community Emergency Planning. Washington, 

DC: Hemisphere Publishing Co.; 1992. 
 
29) Fitzpatrick C, Mileti DS. Public risk communication. In Disasters, Collective Behavior, and Social 

Organization, RD Dynes and KJ Tierney, eds. Newark, DE: University of Delaware Press; 1994, 
pp. 71-84. 

 
30) National Research Council. Public Response to Alerts and Warnings Using Social Media: Report 

of a Workshop on Current Knowledge and Research Gaps. Washington, DC: National Academies 
Press; 2013. 

 
31) Hoffman, SM. The Monster and the Mother: The Symbolism of Disaster. In Catastrophe & 

Culture: The Anthropology of Disaster. Hoffman S, Oliver-Smith A, eds. Santa Fe, NM: School for 
Advanced Research Press; 2002, pp. 113-141. 

 
32) Webb GR. The popular culture of disaster: Exploring a new dimension of disaster research. In 

Handbook of Disaster Research, H Rodriguez, EL Quarantelli, and RR Dynes, eds. New York, NY: 
Springer; 2007, pp. 430-440. 

 
33) Rosenberg CE. What is an epidemic? AIDS in historical perspective. Daedalus 1989; 18(2):1-17. 
 
34) Lindenbaum S. Kuru, prions, and human affairs: thinking about epidemics. Annual Review of 

Anthropology 2001; 30:363-85. 
 
35) Norris FH, Stevens SP, Pfefferbaum B, et al. Community resilience as a metaphor, theory, set of 

capacities, and strategy for disaster readiness. American Journal of Community Psychology 2008; 
41:127-150. 

 
36) National Research Council. Disaster Imperative: A National Imperative. Washington, DC: 

National Academies Press; 2012. 
 
37) Lester R. Back from the edge of existence: A critical anthropology of trauma. Transcultural 

Psychology 2013; 50(5):753-762. 
 
38) Mileti D. Public hazards communication and education: the state of the art. Boulder, CO: 

University of Colorado at Boulder; 2006. Available at http://www.lhc.ca.gov/lhc/emergprep06/
MiletiFeb06_Appendices.pdf. 

 
39) Birkland TA. After Disaster: Agenda Setting, Public Policy, and Focusing Events. Washington, 

DC: Georgetown University Press; 1997. 
 
40) Seeger MW. Best practices in crisis communication: An expert panel process. Journal of Applied 

Communication Research 2006; 34(3):232-244. 
 
41) Veil SR, Husted RA. Best practices as an assessment for crisis communication. Journal of 

Communication Management 2012; 16(2):131-145. 

INTRODUCTION 



 

 

UPMC Center for Health Security ▪ October 2016      Page 28                                MCM Risk Communication 

42) Sandman PM. Crisis communication best practices: Some quibbles and additions. Journal of 
Applied Communication Research 2006; 34(3):257-262. 

 
43) Covello VT. Best practices in public health risk and crisis communication.  Journal of Health 

Communication 2003; 8:5-8. 
 
44) Freimuth V. The chronically uninformed: Closing the knowledge gap in health. In 

Communications and Health, E. Ray, L. Donohew, eds., Hillsdale, NY: Erlbaum; 1990; pp. 171-
186. 

 
45) Lefebrve RC. Social Marketing and Social Change: Strategies and Tools for Improving Health, 

Well-being and the Environment. San Francisco: Jossey-Bass; 2013. 
 
46) Schiavo R. Health Communication: From Theory to Practice. San Francisco: Jossey-Bass; 2014. 
 
47) Sandman PM. Responding to Community Outrage: Strategies for Effective Risk Communication. 

2012(1993). http://petersandman.com/media/RespondingtoCommunityOutrage.pdf. Accessed 
March 30, 2016. 

 
48) Fischhoff B. Duty to inform. In Communicating Risks and Benefits: An Evidence-Based User’s 

Guide. B Fischoff, NT Brewer, & JS Downs, eds. Washington, DC: Food and Drug 
Administration, US Department of Health and Human Services; August 2011, pp. 19-29. 

 
49) US Department of Health and Human Services. 2014 Public Health Emergency Medical 

Countermeasures Enterprise (PHEMCE) Strategy and Implementation Plan. Available at http://
www.phe.gov/Preparedness/mcm/phemce/Documents/2014-phemce-sip.pdf. Accessed April 8, 
2015. 

 

INTRODUCTION 


